
	

Policy on E-Safety 
 
Rationale 
  
Our philosophy is to educate pupils and staff in the responsible and safe use of internet technologies, 
rather than prevent access to these valuable resources. As a school, we want to harness new technologies 
in learning and teaching, but this does highlight the need to educate pupils and staff about the benefits 
and risks of using new technology and provide safeguards and awareness for users to enable them to 
control their online experiences.  
 
The school’s e-safety policy will operate in conjunction with other policies including those for Student 
Behaviour, Safe-guarding, Bullying, Mobile Devices, Curriculum, Data Protection and Security.  
 
Aims  
 
 

• To educate pupils about e- safety issues and appropriate behaviours so that they remain safe and 
legal online.  

• To help pupils to develop critical thinking skills to reflect and enable them to keep themselves safe.  
• To keep any personal data and information secure.  
• To minimise the risks of handling sensitive information.  
• to support all people who work at Bowland High against any infringement of their human rights and 

to maintain their personal privacy.  
 
Key definitions  
 

• E-Safety encompasses the use of internet technologies and electronic communications such as 
mobile phones and wireless technology. At Bowland, this includes networked PCs and staff and 
pupils’ mobile devices.  

 
Strategies/Actions  
 
END TO END E-SAFETY  
 
E-Safety at Bowland High depends on effective practice at a number of levels:  

• Responsible ICT use by all staff and students; encouraged by education and made explicit through 
published policies and taught lessons covering e-safety.  

• Sound implementation of e-safety policy in both administration and curriculum, including secure 
school network design and use.  

• The supply of a safe and secure broadband connection currently supplied from BT Lancashire 
Services.  

• The use of Light Speed Rocket to monitor and filter pupil activity on the internet.  
 
E-SAFETY POLICY @ BOWLAND HIGH 
  
The e-Safety Policy is part of the School Development Plan and relates to other policies including those for 
ICT, bullying, use of mobile devices and for child protection.  
 



	
	

• Due to the ever changing nature of technology, specifically the internet the e-Safety Policy and its 
implementation will be reviewed annually.  

 
 
 
TEACHING AND LEARNING  
 
Why Internet use is important  
 

• The Internet is an essential element in 21st century life for education, business and social 
interaction. The school has a duty to provide students with quality Internet access as part of their 
learning experience.  

• Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.  
 
Internet use will enhance learning  
 

• The school Internet access will be designed expressly for pupil use and will include filtering 
appropriate to the age of pupils.  

• Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for 
Internet use.  

• Pupils will be educated in the effective use of the Internet in research, including the skills of 
knowledge location, retrieval and evaluation.  

 
Pupils will be taught how to evaluate Internet content  
 

• Bowland High should ensure that the use of Internet derived materials by staff and by pupils 
complies with copyright law.  

• Pupils should be taught to be critically aware of the materials they read and shown how to validate 
information before accepting its accuracy.  

 
Pupils will be taught how to stay e-safe  
 

• Curriculum planning will include age appropriate opportunities to discuss, role play and learn 
about the benefits and risks offered by new technologies such as mobile phones and social 
networking sites.  

• E-safety will be delivered through the ICT and PSHCE curriculum. Key subject areas with some 
responsibility for this include ICT and PSCHE, although all staff has a responsibility through 
Form Time and Assemblies.  

 
 
Pupils with SEN  
 
Pupils with SEN have an increased vulnerability to risk online, especially those with language and 
communication needs, or social communication difficulties.  
 

• E-Safety provision for pupils with additional needs may need to amended to provide the correct 
level of support. 

• Additional work may be needed to enforce E-Safety guidelines. 
 
 
MANAGING INTERNET ACCESS 
  
Information system security  
 

• School ICT systems capacity and security will be reviewed regularly.  
• Virus protection will be installed and updated regularly.  



	
	

• Security strategies will be discussed by the ICT Focus Group  
 
E-mail  
 

• All staff have a school email address and must ensure they follow the rules stated in the ICT 
Security Policy - Email and Internet Use – Good Practice.  

• Pupils are given a school email address, but may use personal email accounts in school.  
 

 
Published content and the school website  
 

• The contact details on the website should be the school address, e-mail and telephone number. 
Staff or pupils’ personal information will not be published although pictures of pupils may be 
accessible.  

• The Headteacher will take overall editorial responsibility and ensure that content is accurate 
and appropriate.  

 
Publishing pupil’s images and work  
 

• Photographs that include pupils will be selected carefully. The school must ensure that only 
photographs of pupils with permission are used. Pupils’ first name should be used with care in 
association with photographs.  

• Written permission will be obtained before images of pupils are electronically published to the 
web.  

 
Social networking and personal publishing  
 

• Bowland High will block/filter access to social networking sites (e.g. Bebo, Facebook, chat rooms 
etc.) on the school network, although pupils and staff will still be able to gain access to these via 
their mobile phones. Therefore school has a responsibility to address any issues occurring during 
school time on social networking sites.  

• YouTube will be available for pupils and staff in classrooms and offices. Pupils will be taught how to 
use YouTube responsibly and to enhance their learning.  

• Newsgroups will be blocked unless a specific use is approved.  
• The school recognises that bullying can take place through social networking.  
• Advice will be given to all pupils and staff on the safe and responsible use of social networking 

sites. See Appendix 1 and 2.  
 
Managing filtering  

• Bowland High will work with the LA to ensure that systems to protect pupils are reviewed and 
improved.  

• If staff or pupils discover an unsuitable website, it must be reported to the ICT Coordinator or IT 
Manager. As regular whole school monitoring of websites visited takes place, the importance of this 
cannot be ignored to avoid wrong conclusions being drawn.  

• ICT staff will ensure that regular checks are made to ensure that the filtering methods selected are 
appropriate, effective and reasonable.  

• Wireless is now in use and is filtered via the appropriate system.  
 
Managing emerging technologies  
 

• Emerging technologies will be examined for educational benefit and a risk assessment will be 
carried out before use in school is allowed.  

• Mobile phones will be used in accordance with the school’s Mobile Device Policy.  
 
 
Use of Bowland High Facebook Page 
  



	
	

• Updates will only be posted by designated staff. 
• Updates will be of an informative nature or to celebrate school events and successes.  
• Updates will either be targeted at the whole school or years 9, 10 and 11. Messages aimed at year 

7 and 8 only are not to be posted.  
• The rules for posting photographs on the school website must be adhered to.  
• The school Facebook page will be monitored on a regular basis by Senior Leadership team.  

 
 
Protecting personal data 
  

• Personal data will be recorded, processed, transferred and made available according to the Data 
Protection Act 1998.  

 
 
 
 
POLICY DECISIONS 
 
Authorising Internet access  
 

• All pupils and parents will sign the ICT/Internet User Agreement  
• School will maintain a current record of all staff and pupils who are granted access to school ICT 

systems.  
• Access to the ICT resources and/or the internet will be withdrawn should the system be used 

inappropriately.  
 
Assessing risks 
  

• School will take all reasonable precautions to prevent access to inappropriate material. However, 
due to the international scale and linked Internet content, it is not possible to guarantee that 
unsuitable material will never appear on a school computer. The school cannot accept liability for 
the material accessed, or any consequences of Internet access.  

• School should audit ICT use to establish if the e-safety policy is adequate and that the 
implementation of the e-safety policy is appropriate.  

 
Handling e-safety complaints  
 

• Complaints of Internet misuse will be dealt with by the Form Tutor, pastoral leaders or a member of 
the Senior Leadership Team.  

• Any complaint about staff misuse must be referred to the Headteacher.  
• Complaints of a child protection nature must be dealt with in accordance with school child 

protection procedures.  
• Discussions will be held with the police for any illegal issues that arise.  
• Pupils and parents will be informed of the complaints procedure via the school website.  

 
COMMUNICATION 
 
Introducing the E-safety Policy to pupils  
 

• E-safety rules will be discussed with pupils at the start of each year and as the need arises.  
• Pupils will be informed that the network and internet use will be monitored.  
• An e-safety week will be delivered in form time and PSHCE lessons.  This will cover the use at home 

and in school.  
• An E-Safety section on the school website will provide pupils with additional advice and support. 

 
Introducing the E-safety Policy to staff  
 



	
	

• All staff will be directed to familiarise themselves with the E-safety policy.  
• All staff will be informed that all computer and internet use can be monitored. Discretion and 

professional conduct is essential.  
• Staff training in safe and responsible Internet use and on the school e-safety policy will be provided 

as required.  
• Staff who monitor the use of ICT will be supervised by the Senior Leadership Team and have clear 

procedures in place for reporting issues.  
 
Introducing the E-safety policy to parents 
  

• Parents’ attention will be drawn to the School’s e-safety policy in newsletters, on the school website 
and at annual parent’s evenings.  

• A partnership approach with parents will be encouraged. This could include parent evenings with 
demonstrations and suggestions for safe home Internet use.  

• Internet issues will be handled sensitively, and parents will be advised accordingly.  
• An E-Safety section on the school website will provide parents/carers with additional advice and 

support. 
 
 
Monitoring and evaluation  
 
The effectiveness of the E-safety policy will be monitored by the Assistant Head, DSL and the Head of 
ICT with advice from the Headteacher, IT Manager and nominated Governor. This will take place 
annually or when the need arises and the necessary recommendations for improvement will be made 
to the Governors.  
Equality audit attached  
 
Main author(s) of policy: Hilary Kellow 
  
 
Date produced: February 2018  
 
Review date: ______________________ 
 
Date approved by the Governors: ___________________  
 
Signed by Chair of Committee: _____________________  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 



	
	

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Initial assessment of policy for compliance with 2010 Equality Act 
 

1.  What policy/area of work is being considered? E-Safety 
 
 
 
 

2.  Upon whom will this impact?  All pupils, staff, parents and Governors.  All members of the 
school and local community. 

 
 
 

 
3. How would the work impact upon groups? 

 Negative impact Positive impact No impact 
Minority ethnic groups  X  
Gender  X  
Disability  X  
Religion, Faith or belief  X  
Sexual Orientation  X  
Transgender  X  
Age (N/A to pre-school and school children)  X  
Socio-economic  X  
 

4.  Does data inform this work, research and/or consultation, and has it been broken down by the 
equality strands? 

 NO YES UNCERTAIN 
Minority ethnic groups   X 
Gender   X 
Disability   X 
Religion, Faith or belief   X 
Sexual Orientation   X 
Transgender   X 
Age (N/A to pre-school and school children)   X 
Socio-economic   X 
 



	
	

Does the initial screening highlight potential issues that may be illegal?   NO 
 
Further comments:- Data Protection Act – Accessing pupils phones to gain evidence.  Where uncertain 
we will seek the Headteacher’s advice or advice from legal service. 
 
Do you consider that a full Equality Impact Assessment is required?   NO 
 
Initial screening carried out by Hilary Kellow 
 
Signed:……………………………….. 
 
 
Date:………………………………….. 
 
Comment by Headteacher:                                                                      Date: 
 
The policy will impact positively on all groups if implemented appropriately.          
 

Appendix 1 – Pupils 
 

Use of the Internet and e-mail in school 
 
As part of the school’s information and communications technology (ICT) programme, we offer pupils 
supervised access to the Internet. Before the school allows students to use this facility, they must obtain 
parental permission. Both pupils and parents must sign and return an Internet Use Permission Form as 
evidence of their acceptance of the school’s Rules for Responsible ICT Use.  
 
Although internet use is supervised and filtered within our school, families should be aware that some 
pupils may find ways to access material that is inaccurate, defamatory, illegal, or potentially offensive to 
some people. As with any other area, parents and guardians of minors are responsible for setting and 
conveying the standards that their children should follow when using media and information sources. The 
school therefore supports and respects each family’s right to decide whether or not to apply for access.  
 
Pupils are also provided with access to our school’s virtual learning environment (Moodle), both in school 
and at home. Through this, extended learning, links to websites and other resources are available, as well 
as general school news. Parents/carers should be aware that there is also a messaging service within our 
VLE, but access is restricted to Bowland pupils and staff only. The VLE can be found at: 
http://vle.bowlandhigh.lancs.sch.uk  
 
During school, teachers will guide students towards appropriate material. At home, families bear the same 
responsibility for guidance as they exercise with other information sources such as television, telephones, 
films and radio.  
 
If you decide to support your child’s application for access to the Internet, please read the attached Rules 
for Responsible ICT Use, complete, sign and return the attached permission form. Should you wish to 
discuss any aspect of Internet use, please telephone me to arrange an appointment.  
 
ICT/Internet User Agreement 
 
Students will: 

• Only access the school network and the VLE, on a PC or a mobile device using their own log-in and 
password, which they will keep secret.  

• Not access other people’s files or attempt to log on to other people’s accounts.  
• Only use the computers for schoolwork and homework, unless they are given permission by a 

member of staff.  
• Only e-mail and message people they know, or whom the teacher has approved.  



	
	

• Only send polite and responsible messages.  
• Not give out personal details, such as home addresses or telephone numbers, or arrange to meet 

anyone, unless a parent, carer or teacher has given permission.  
• Report any unpleasant material or messages sent to them. These reports will be confidential and 

will help protect others.  

• Only use their mobile device in accordance with the school’s Mobile Device Policy.  

• Treat the school’s hardware with respect and report any faults or damage to a member of staff 
immediately.  

 
 
The school retains the right to check computer files and may monitor the Internet sites 
visited.  
 
 
 
 
 
 
Social Networking Advice for Pupils  
 

• Pupils will be advised never to give out personal details of any kind which may identify them or their 
location.  

• Pupils will be advised not to place personal photos on any social networking space. They should be 
given opportunities to consider how public the information is and consider using private areas. 
Advice should be given regarding background detail in a photograph which could identify the 
student or his/her location. E.g. house number, street name or school.  

• Pupils will be advised not to publish specific and detailed private thoughts on social networking 
sites.  

• Pupils will be advised on security and encouraged to set passwords, deny access to unknown 
individuals and on how to block unwanted communications.  

• Pupils will be encouraged to invite known friends only and deny access to others.  
• Pupils will be encouraged to consider their ‘Digital Dirt’ and how their futures may be affected by 

their online actions. 



	
	

Acceptable Internet use for staff                                                                                       Appendix 2  
 
All staff employed by or working for Bowland High Academy Trust are expected to abide by 
the following guidelines.  
 
1. Use of Personal Social Media  
There are many advantages to using social media; however there are a variety of related risks that could 
compromise staff professionalism. The following guidelines will help protect the identity and reputation of 
members of staff and Bowland High.  
 
Members of staff will receive advice and guidance about social media as part of the school’s e-safety 
education programme. Moodle is available for correspondence with pupils as all conversations and actions 
can be traced.  
 

• Members of staff must not contact pupils through social media, or contact parents about school 
business via social media. Members of staff must not “friend” ex pupils until they reach the age of 
18.  

• Members of staff are advised to avoid identifying themselves as an employee of Bowland High on 
social media.  

• Members of staff must not post content online which is damaging to the school or any of its staff 
and pupils.  

• Where members of staff use social media in a personal capacity they should make it clear that their 
views are personal.  

• Members of staff must not post any information which could identify a pupil, a class or the school.  
• Members of staff should not post anonymously or under an alias to evade the guidance given.  
• Members of staff should check their online presence for negative content via search engines.  
• Members of staff should cease playing online games if they realise they are playing against pupils 

and should not enter any games containing pupils. Under no circumstances should staff seek out 
pupils and/or share their own gamer tags/ID with them, or use school equipment to play online 
games.  

• Attempts to bully, coerce or manipulate members of the school community via social media by 
members if staff will be dealt with as a disciplinary matter.  

• Members of staff must take security online seriously and set passwords, deny access to unknown 
individuals and block unwanted communications.  

• Members of staff will be advised not to publish their date of birth and home address on social 
networking sites  

• Members of staff will be advised that others could post photos on their profile in which the member 
of staff is named. Members of staff should think about any photos they appear in and if unsuitable 
images or inappropriate references are found they should contact the site to have the material 
removed.  

• Members of staff should be aware that if their out-of-work activity brings Bowland High in to 
disrepute, disciplinary action will be taken.  

• Breaches of this policy by members of staff will be taken seriously and in the event of illegal, 
defamatory or discriminatory content, could lead to prosecution, disciplinary action or dismissal.  

 
2. Use of School Computer Facilities, including the internet  
 
Members of staff have access to computer facilities and the internet to allow them to carry out their role. 
The following guidelines will ensure the safety of the school network.  
 
Each member of staff will be given an account for accessing the school network. Access to this is also 
available from home via Sun Global Desktop  
 

• Members of staff must ensure that all internet activity in school time should be appropriate to the 
student’s education or staff professional activity, including research for professional purposes. Staff 
may browse the internet in ‘free’ time in line with the guidance about appropriate sites below.  



	
	

• Under the terms of the School’s Trade Union Facilities Agreement, reasonable use of computer 
facilities for authorised trade union representatives is permitted.  

• Members of staff must only access the school network via the authorised account and password, 
which should not be available to any other person.  

• Members of staff must ensure they store any passwords that cannot be remembered securely, and 
ensure passwords selected are not obvious or guessable.  

• Members of staff must not store pupil details on pen drives or laptops. Remote access via Sun 
Global Desktop must be used to access these details.  

• Members of staff must not carry out activity that would threaten the integrity of the school’s ICT 
systems and laptops, or that would attack or corrupt other systems.  

• Members of staff must not use the network for personal financial gain, gambling, political purposes 
or advertising. Use of the network to access inappropriate materials such as pornographic, racist or 
offensive material is forbidden.  

• Members of staff must respect copyright of materials.  
• Members of staff must respect the work of others which may be stored in common areas on the 

system. We encourage all common areas to be organised into clearly named folders so that users 
can access resources quickly and easily.  

• Members of staff must ensure computers are locked or logged off when not in use or left 
unsupervised.  

• Members of staff must ensure that they report unpleasant material or messages received including 
any extremist content to the Headteacher. If they come across inappropriate websites, they must 
contact the IT Manager to enable these to be blocked.  

 
3. Use of Email  
 
Each member of staff will be provided with an email address through the Office365 system. Pupils also 
have an email address provided through the same system, which staff can use to contact pupils directly. 
  

• Members of staff must check their e-mail inbox for new messages regularly  

• Members of staff should treat e-mail as they would a letter, remembering they can be forwarded / 
copied to others. The same level of professional language and content should be applied as for 
letters and other media.  

• Members of staff should use their school email address for school business and personal email 
address for their private correspondence. Pupils and parents must not be contacted about school 
business through personal email addresses.  

 
4. Use of photographs and video  
 
Some parents have informed the school that photographs of their child must not appear in the public 
domain. All pupils should expect that adults working in or visiting school do not store images of them on 
the adults’ personal devices. At the same time it is highly desirable that photos are taken on school visits or  
of other notable activities and events that take place.  
 
 
Taking photos and videos of pupils  
 

• The use of personal devices, such as cameras and mobile phones to take photographs and videos 
of pupils is prohibited at all times.  

• Members of staff must use the school cameras to take photographs and videos of pupils.  
• Members of staff are responsible for moving the photographs and videos from the cameras onto a 

suitable place on the school network. The images must then be deleted from the cameras.  
• Photographs and videos of pupils must not be copied onto personal devices such as laptops, tablets 

and mobile phones.  
 
 
 



	
	

Using photos and videos of pupils  
 

• Members of staff are responsible for checking that parental permission has been granted before 
using photographs for internal or external communications.  

• Pupils’ full names must not be used in association with photographs on the school website or school 
Facebook account.  

• Members of staff must not upload photographs of pupils to their personal social media sites.  
• Members of staff must not take photographs of pupils on their own mobile device.  

 
5. Use of School Social Media Sites  
 
Facebook  

• Administrator access to the school Facebook account will be restricted to designated staff  
• Administrator access will be granted for specific school trips, although this access will be removed 

once the trip is over. Staff requiring access must see the IT Manager before departure.  
• Facebook updates will be of an informative manner or to celebrate school events and successes. 

Spelling, punctuation and grammar should be checked carefully before the post is made.  
• Facebook updates will be targeted at either the whole school or Years 9, 10 and 11. Messages 

aimed at Year 7 and 8 only are not to be posted, unless it is to inform parents of safe arrival at a 
destination or other travel arrangements.  

• The rules for posting photographs on the school website must be adhered to – no full names. 
addition, photos of Year 7 and 8 pupils must not be included.  

 
Department Twitter Page  

• Parents should be informed via letter, text or email that the Twitter Page is being activated.  
• Teachers must not use their personal accounts to contact pupils.  
• Twitter pages must only be set up for Years 9, 10 and 11.  
• The rules for posting photographs on the school website must be adhered to – no full names. In 

addition, photos of Year 7 and 8 pupils must not be included.  
 
6. Cyberbullying  
 
Cyberbullying is taken very seriously by Bowland High. Incidents of cyberbullying will be dealt with and 
reported alongside the Anti-Bullying policy. 
 

• Members of staff should not use personal or school systems to cyberbully colleagues, parents or 
pupils.  

• Members of staff should never respond or retaliate to cyberbullying incidents. Incidents should be 
reported as inappropriate and support sought from their line manager or senior leader.  

• Evidence from the incident should be saved, including screen prints of messages or web pages, and 
the time and date of the incident.  

 
If material is threatening, abusive, discriminatory or of a sexual nature or constitutes a hate crime, the 
school will consider contacting the police. 
 

 
 


